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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE A

PHYSICAL SECURITY EVALUATIONS: NATIONAL KEY POINTS / CRITICAL
INFRASTRUCTURE (NKP/CI)

Neighbourhood

Building appearance

Emergency Services

Crime statistics Determine the relevant crime statistics of the area.

Vehicle A+ s roaches
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MINIMUM SECURITY LEVEL

Relevant Municipal
Bylaws must be taken into
consideration during the
physical security design.
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Perimeter Barrier Types
WALLS & FENCES
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CCTV CCTV cameras installed on the entire perimeter & at openings in the perimeter (vehicle & pedestrian gates).
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Location
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE A

Amount of members to be

accommodated

Ablution facilities Toilet, wash basin, cabinet, ventilation,
Kitchenette Cabinet and hot water dispenser

Fire safety
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BUILDING EXTERIOR AL IR St Iy 1 s
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Security Gates

Window frames
L]
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[SEEURITY LE
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CCTV
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Placement and location g == == A S |
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE B

PHYSICAL SECURITY EVALUATIONS: BUILDINGS / FACILITIES / CAMPUS (B/F/C)

Emergency Services

Crime statistics Determine the relevant crime statistics of the area.
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Vehicle Approaches

External Clear Zone

L — =
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MINIMUM PHYSICAL SECURITY STANDARDS

ANNEXURE B

s Retevani Viunisipal
Bylaws must be taken into
consideration during the
physical security design.

Perimeter Barrier Types
WALLS & FENCES
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CRASH BARRIERS
e Seike and boom rispers;

Plinth:
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE B

Anti Climb & early warning :
solutions

Securi  sike rail:

Perimeter Intruder Detection
S stems PIDS:
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Man - assable subterranaz
osenin:s:

ANNEXURE B
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No o-enin<s
vehicl-
edestrian entrance,

Note: Possible vantase
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automate.

video intercom

automatic closin: mechanism
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE B

Capability

Location

Amount of members to be
accommodated
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE B

Ablution facilities Toilet, wash basin, cabinet, Toilet. wash basin, cabinet,
ventilation. ventilation.
Kitchenette Cabinet and hot water dispenser Cabinet and hot water dispenser
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Fire safety
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE B

LOW SECURITY LEVEL MEDIUM SECURITY LEVEL HIGH SECURITY LEVEL
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE B

exterior doors il
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE B

lockin: devices

Securi Gates
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE B

Window glazing
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. Sealed Insulated Glazin

| Window Safety Film
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LOW SECURITY LEVEL | MEDIUM SECURITY LEVEL HIGH SECURITY LEVEL

intevna) doors & |
solutions
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE B

Fire Protection

Smoke Detectors

Intruder Detection Systems
IDS
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE B

CcCT

observation

Retention periods
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE B

Emergency power supplies

]
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE C

pHysIcAL secURITY EVALUATIONS: RESIDENCES: (GGG

. LoRR
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE C

Neighbourhood

Building appearance
Emergency Services

Crime statistics Determine the relevant crime statistics of the area.

Vehicle Approaches

External Clear Zone
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE C
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Property grounds

Standoff distance

Unobstructed Space
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE C

Notes:

o Relevant Municipal
Bylaws must bé taken into '
consideration during the
physical security design.

Perimeter Barrier Types
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Bullet Resistant Construction & | [

Capability
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SECRET MINIMUM PHYSICAL SECURITY STANDARDS

Location

Amount of members to be
accommodated

Control & monitoring equipment -

Ablution facilities i Toilet, wash basin, cabinet, ventilation.

Kitchenette Cabinet and hot wateér dis: enser

ANNEXURE C
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Communications

I Fire safety

SECURITY ILLUMINATION

SECRET VERSION 1/2014
SAPS: PROTECTION AND SECURITY SERVICES: GOVERNMENT SECURITY REGULATOR: SECURITY ADVISORY SERVICE Page 13




SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE C

SECRET VERSION 1/2014
SAPS: PROTECTION AND SECURITY SERVICES: GOVERNMENT SECURITY REGULATOR: SECURITY ADVISORY SERVICE Page 14




SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE C

B — |

SECRET VERSION 1/2014
SAPS: PROTECTION AND SECURITY SERVICES: GOVERNMENT SECURITY REGULATOR: SECURITY ADVISORY SERVICE Page 15




SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE C

SECRET VERSION 1/2014
SAPS: PROTECTION AND SECURITY SERVICES: GOVERNMENT SECURITY REGULATOR: SECURITY ADVISORY SERVICE Page 16

ECOOErTETTT



SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE C

SECRET VERSION 1/2014
SAPS: PROTECTION AND SECURITY SERVICES: GOVERNMENT SECURITY REGULATOR: SECURITY ADVISORY SERVICE Page 17




SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE C

SECRET VERSION 1/2014
SAPS: PROTECTION AND SECURITY SERVICES: GOVERNMENT SECURITY REGULATOR: SECURITY ADVISORY SERVICE Page 18

ECOOErTETTT



SECRET MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE C

SECRET VERSION 1/2014
SAPS: PROTECTION AND SECURITY SERVICES: GOVERNMENT SECURITY REGULATOR: SECURITY ADVISORY SERVICE Page 19




SECRET

Fire Protection

MINIMUM PHYSICAL SECURITY STANDARDS ANNEXURE C

Firefis htine equi»ment must be supplied

Firefie htin+ e+ ui-ment must be supplied
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ILLUMINATION ) Low SECURITY LEVEL © ' MEDIUM SECURITY LEVEL
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BUILDING
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