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Derparin*nt 
Human Seitlemelits 
REPUBLIC OF SOUTH AFRICA 

FRAUD PREVENTiON PLAN 

Objective: The framework provided on the following pages is intended to support 
improved service delivery by highlighting and combating fraud and corruption within 
the Department. This objective will be achieved by 

(a) identifying and addressing areas of potential risk 

(b) detecting the existence of fraudulent activities 

(c) increasing levels of awareness about fraud 

(d) establishing effective anti-fraud practices 
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Checklist  

o Employee references checked prior to commencing employment 

• Employee references checked after commencing employment 

O Employee references not checked 

Action' 

Where reference checks have not been done by likIheforooski .yr*,p00:to 
nduct reference checks 	 - 

 Conduct a minimum 0f; 	 using referees provided by 
• employee 

• Solicit references ft-Oen the H ,Wdepattitentiofthe::.:preN4ow employer 

• Compare tho results of the ttefetehte7chetkiroiith informa0n .. provided  on 
- the employee's job application 

Consult with labour relations in cases of discrepancies 

Useful sources of information: DPSA performs reference checks 

Employee 
reconciliation 

Background 
checks 

Staff count. 	Checklist 

o, Number of 	accgrdingA.-q,lik:„recgro$ 

:.Nobib:#e:,ofibilittloyeeS. based on head. count 

Action  

Where employee numbers.ititteitdiOgIgHtt differ from: actual employee numbers 
within the department, individual employee :00010$0t141.. riombeirileoa.to be 
reconciled and 	 accounted 

Reference 
checking 

of employees 

# of employees 

Date: 	 Fraud Prevention Plan 
Department: 

Note: The person responsible for conducting the audit should record their findings in the Outcome column, and sign the last page 
on completion ofth .e audit. 
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Date: 
Department 

Background 
checks 
(cont) 

rimina 
records 

Fraud. Prevention Plan 

of employees Checklistr: 

0 	 confirmed olorrito::tommnciogotivioyment • 

•,:'Emptqygg(s)..,-00114at,$• .totk4• confirmed after commencing employment 

0 Employee(s) criminal status not confirmed 

Where7cririllopt.#qtys has qpt_Ogren: -;ponfirmed,by- Hpi  thezronskopioloodsto 
verify 	ceimmorstettasof"the,:.employee(s): 

;c0f00.0(01)10:: ,Jf.)1001)4001 on the toptietiottiftithl•iiofthe employee with 
Information held by the criminal records centre 

':10::,casesi:::of .tliscr :eppnci$:':cqnsgtty.Ofth th0:::.1boor.irejatjons::_00portrnenti: 

Useful sources of information: SAPS 

Civil records of employees Checklist 

1:: .Employee(s) credit status confirmed priOitp:commencingemploymgnt 

:iFitiOloyee(). credit status confirmed after commencing  

0 Employee(s) credit status not confirmed 

Action  

Where credit 	• has not been confirmed  by HR, the forensic unit needs tp- 
verifythg credit 004:5-0.f the employee(s):: 

Compare the 	on the application form of the employee with 
information :beld:bytho credit bittealtHcentre. 

111,ta$0.$::Of di screpancies consult with the labour relations department. 

:CteditinfotmatiO4,±,C40 be verified thtoOgh::_:5: ,differ*nt credit bureau syst ems 

Useful sources of information,: Trans Union, ITC, EXPERIAN 
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etklitt 

Eitt 	ee(S).:-dittiplinarylettirdS confirmed  prior to commencing 
employment 

Employee(s) olsoplirtary..recor4s confOTngl..afterql.ovrenOng employment 

o Employeo(4)::-TdtsciptinarYTqcor* not ' -'confirroe4 

Fraud Prevention Plan 

Disciplinary 
records 

Date: 
Department:  

Backgroun 
checks 

front).  

o employees 

records have nOtii -leepH:i -cqpfirme#:.:1* 	forensic 00 
need's t verkfkfo,,00ofpli;00:ty::toot*-,:0:fth0-eftiptoyOo(s);. 

. ,Compare the'.'.10-formotiort 	 a p`i 	fc rm of the emplt yeo:With the 
Thfotittation,:•held by the.,_Dp5A, 

Solicit tefetences ,fromihelig. :depaftmgpt c ►fthe .p.irevi -.00$,:employettif not 
ready done under reference hedkinrgl 

0 • in cases of discrepancies 	with the tabour relAtiort.Scleparthient 

U seful sources of information: DPSA 

Checklist  

o Employee ,business and other - interests disclosed prior to employment 

- 0 EMPloyeebusiness and other .interests disclosed during emplOyment 

Erriployee:business and other interests not disclosed 

Action  

Where. busineSs and other interests , htsVelbeen.discloseri, theforensic :unit needs 
to verify wk-etheritis portal 	Oisclosore: 
• :Special -rprovston is m de for the verification of business interests of senior 

management 

o BuSiness interests of other employees can be verified without. such 
provisiO0 

Employee 
Business 
interests 

of employees 

Useful sources of information..: CIPRO, Credit Bureau Systems 
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Date: 
	

Fraud Prevention Plan 
Depqrtrne 

Backgroun 
checks 

(cont) 

Qualifications # of employees Checklist  

• Employee(s) qualifications confirmed prior to employment 

• Employee(s) qualifications confirmed during employment 

• Employee(s) qualifications not confirmed 

Action 

Where qualifications have not been confirmed by HR, the forensic unit needs to 
verify the qualifications of the employee(s): 

• Compare the information on the application form of the employee with the 
information held by Unialusi and the respective tertiary institutions 

• In cases of discrepancies:consult - with the labour relations department 

• Extra verification is needed for foreign qualifications (for both previous and 
current employees) 

Useful sources of information:  Urnalusi;:Tertiaryinstitution .  

Validity of 
curriculum 
vitae 

of employees Checklist  

:Employee(s) curriculum vitae confirmed .prior to employment 

-0 fmOtoyeet0....OuttitOlUM:-i.-Ota'e confirmed during employment 

0 E .t).)pj.:oyoot$1.tottittitttttt.vita not confirmed 

Action 

Where -. tverioolotoyvittio.htiVt .0t-btOr:confirnitd.byi ,HR, :thefOrensit unit needs 
to Veilfrth-6:turribuldm:Vitae-pf the.:ernpfpwg(s): 

0 Verify the employers, employmentdates, and job OgscriptiOnsevers:::ort -the. 
curriculum vita of the etoptoyoo. 

0 In 	of discrepancies consult with  the labour relations department 
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Date: 
	

Fraud revention Plan 
Department: 

Blacklisting 

 

N HS 
Database 

Checklist  

Department  has a bJkli^ting database for employees and suppliers 

.:.Pgpartment has a blacklisting database for ooptoy6o•s;:who:deft(td  NDHS 

Department keeps no blacklisting records 

Action  

Where blacklisting reorOw„hovo::00. .. been kgp4.00forepsk'tOit needs to 
ascertain the blackllst status of 6:n01:dye& eihtlAir - suppliers:-,  • . 1tiforiiiAijih..'0.4fitaild,:taitithitted by suppliers can be obtainptj from the SIU 

O Information on fraud committed by employees can be obtained  from 
current HR records and :0o.,sty•-•• • 

Tboltao( list on govtgyogsartct.sopplIer.hool0 be consulted by 	 an c  
:r.Fittituteittoritbeforosipointiht•br awthfrdlOti:a;contract: 

Useful sources of information:  SIU, current HR Records, SAPS 

Status 

 

  

Provincial 
Database 

A &dal& 'isipitiiided for by the National I  Provincial Treasury but 	.ottitsed 

• :Nabietetitifi'd.::olithei::,blatkitEttpg daWba. -.!ofthg:NqH.s.  should be 
registered on the  database of the National I Provincial Treasury 
department:- 

O The NDHS should iconsult#e .  Wock110 .11&:00#4$ -0.:Of:NO-0011:41:/ 

6-, ,Provincial Tteatury in conjunction with information registered on the 
ota00sefoltho.: -INaH5 before appointing an ettiOdVe -#.',&:aliva.ediog 
contract  to a supplier 

Compliance 
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Date: 
	

Fraud Prevention Plan 
Department: 

National 
	

A blacklist is providedfor by 	 treasury but not 
	

Compliance 
Database 	utiised 

0 Names contained on the blacklisting database ofthe NDHS shQ4d 
registered on the database of ttlei:ie;0000001 treasury department" 

The NDHS should consult the blacklisting database of ittatide)41: treasury in 
conjunction with information registered on the database of th N DHS 
before appointingan employee or awarding contract to a supplier 
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Fraud revention Plan 
Departm 

Anti-Fraud 
Training 

General anti- 
fraud training 

ual training must be fdrovided on general anti-fraud me res t _o m 	 Compliance 
ud and corruption 

o General anti-fraud training should be used to increase awareness . of fraud 
and the reporting thereof 

o The training should be directed towards general staff a 
	

ernent 

• 7"...tlett4inict.g. ::0)00:14'fotos::::011:: highlighthIgtht risk of fraud an=d corruption; 
WithitttheNDHS 

a The purpose Hof the training should be.tp enable emp ees to recognise 
fraud a the early stages and td, :Oreve'rtthe--ititre ter spread  of fraud 

Specific anti- 
fraud training 

Compliance eqktrOlOng 	.00tionShauld:beprOWdett individual departments 

o p. Oatise4onti4roodItattitilt $hoUid::be.-Ued.: -fortridhitdtkg high risk areas 

• For esampig:, staff in procurement doottite,eiu :ShbtfildeeteiV6: ,differenti 
aoti4e.utt.'ttatttihg:ftomthatgjVen::.t9 staff: in -th<er:'HR opartment 

Surprise 
Audits / 
Surprise 
Forensic 
Reviews 

Prevention 
and detection 

Compliance Shoulebe'executed wegkly,:01147pionrrectweltio ictcfrone-i 
o Provides a pro active means of uncovering fraud. 
o Acts 	 _potentioffraudsters ,  

ROdtires iteNbt6itta.Teactive measures, which 	 now,  
investigations 

Action  

o Departments that arse rceived as high :risk such 	 HR) 
should be subjected to surpriseaudits-to maintain a,f(0404(00 . 

 environment 

A spfp -Ilse i:prevertt.4tive audit can intlttdt:.-Stibblittihg:adat4batt:tontainfilg.: 
em ployee Haines tc CIPRO to detect 	interests 

Tho database 	 spppl*rsHcani . .40:.$0rn)ttod to _SAR$ 
to check bask compliance to lepi:Toquireffients:10..g„:takeleatance 
tOttifitt). 
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Date: 
	

Fraud reven ion Plan 
Department: 

Name and 
Shame 
campaign 

P ublic 
awareness 

Should be execu ted 

Will provide f#dbAtk::::ttiAakehOldettatidthe community about successes ,-  
achieved through fraud prevention initiatives 

dangers fraud 

Will #141:110l'=: 111PtOY:00$10:11P!: 114Y:00-0 caught and 01: .$0:01001.10.0t: without 
disclosing identities) 

. Should include information regarding policy successes  

0 Can promote the role of the fraud hotline in corittibutingtqlucce.Wpf 
i'j::r))m$tjoOops. 

0 Can be distributed by means of newsletters, pop ups, email notifications:: 

 

Compliance 

  

     

     

waiting follow-up 
	

Notes 
	

Date 

Employee reconciliation 

Background checks 

Blacklisting 

Anti-fraud training 

Surprise audits I reviews 

Name & shame campaign 
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esp nsibility Director General 

'erector: Implementation ecial Investigations 

u it Committee Risk Management Committee 

" Comp l iance 

Monitoring and. Evaluation hief 	Internal•Audit, Risk Matiagetherit-Antt$Oeda 
Investigations 

Director: Special Investigations Development and/ or review 

Interpretation and advice  

Date: 
	

Fraud Prevention Plan 
Department: 

RESPONSIBILITIES 

POLICY APPROVAL 

Policy No. 
Approved/ not approved 
Date Approved 

Director General Tha ane Zulu  

Signature 

KFIU. OETSILE GAESALE1: 
CMEE-DIRECTORINTERNALAUDfri. 
RISK:MANAqEMENTAND:.$PkcIA4:041/PTIPATION$: 
DATE: ItiVIV‘ 
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Date: 
	

Frau Prevention Plan 
Department: 

Approved By: 

ANE ZULU 
DIRECTOR GENERAL: 
NATIONAL DEPARTMENT OF HUMAN SETTLEMENT 
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