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1 BACKGROUND

1.1. During 1997, Government initiated a National anti-fraud and -corruption campaign. This
campaign progressed to a Nationa! Anti-corruption Summit held in April 1989 at which all
sectors (public and private) committed themselves to establishing anti-fraud and corruption
strategies. At the same time, they alsc committed to the co-responsibility for fighting
corruption through the coordination of these strategies.

1.2. A range of other resolutions emanated from this Summit and all the sectors committed to
impiementing these. The National Department of Health conducted the fraud awareness
campaigns and fraud risk assessment in the 2008. Some incidents of fraud and corruption
reporied were investigated and disciplinary action taken against perpertrators.

1.3. The Department of Public Service and Administration (DPSA) was instructed 1o forge
various initiatives across the public service into a coherent strategy with the support of
other Departments. A Public Service Task Team (PSTT) consisting of key Depariments
was convened for this task and representation from local government and public entities
were included in order to establish 2 tforﬁ for the roll-out of the strategy to the whole

Public Sector. (\oa s %

1.4. The main principles upon @'nch an anti-fraud and - @ption strategy is based includes
but is not limited to the @owingi L) o

within thegfNation nt orHealth, which is intolerant to
fraud and corruptio ¢

1.4.2. Strengthening pmcipaﬁ

1.4.3. Strengthening relationships eholders, @ are necessary {0 suppor {he
actions required to ﬁsht fraud ghd corr@@tion;

1.4.4. Deterring and preventing nethical cofduct, fgud and corruption;
1.4.5. Detecting and investigating'u i oht, fraud and corruption;

1.4.1. Creating a cultu
unethical condu

st fraud corruption;

1.4.6. Taking appropriate action in the event of irregularities, for example, disciplinary
action, recovery of losses, prosecution, ete; and

1.4.7. Applying sanctions, which include redress in respect of financial losses.

1.5, This Fraud Prevention Strategy (FPS) has been developed as a result of the expressed
commitment of Government {o fight fraud and corruption, It putlines a high leve!l strategy
on how the National Depariment of Health will go about implementing its fraud prevention
policy. The strategy forms the most important part of the fraud prevention plan.

1.8. The fraud prevention strategy is informed by and developed based on the National
Departrment of Health's current fraud risk profile or exposure. it describes how ongoing
fraud risk managemeant will work throughout the National Department of Health.
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2 MATTERS CONSIDERED

2.1 DEFINITION OF FRAUD AND CORRUPTION

211

2.1.2

Fraud

a) in South Africa, the Common Law offence of fraud is defined as the unlawiui
and intentional making of a misrepresentation which causes actual and or
potential prejudice to another.

b) in this regard, the term is used in this document in its widest possible meaning
and is intended to include all aspects of economic crime and acts of
dishonesty. In other words, fraud can be described as any conduct or
behaviour of which & dishonest representation and/or appropriation forms an
element.

c) The general offence of c aon contained in Section 3 of The Prevention
and Combating of ctxvﬂ ;@rbhzs section provides that any person
who gives or a # or agrees or offers ept/receive any gratification from
another person™in o to influence su ther person in a manner that
amounts the
) Thei Seaiunautho sed p of sucg)ther person’s powers, duties

or func@s
(i) An abulB of 2 T trust, or ewviolation of a legal duty or a
set of rules:
(i) The achievement of d result; or
(ivy Any other una Ssed or improper indlcement to do or not to do anything,
is guilty of the offen rH ﬁ
Corruption

a) in its wider meaning and as referred to in this document includes any condust or
behaviour where a person accepts, agrees or offers any gratification for him/her
or for another person where the purpose is to act dishonestly or illegally. Such
behaviour also includes the misuse of material or information, abuse of a
position of authority or a breach of trust or violation of duty.

2.2 FORMS OF FRAUD AND CORRUPTION

2.2

Fraud and corruption takes various forms. The following are examples of different
types of corruption;

a) Bribery
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b)

d)

e)

Bribery invoives the promise, offering or giving of a benefit that improperly
affects the actions or decisions of an official.

Embezziement

This involves theft of resources by officials who control such resources.

Extortion

Coercion of an official or the Departiment to provide a benefit to that official
and/or a third party in exchange for acting (or failing to act) in a particular
manner.

Abuse of power

The use by an official of his/her vested authority to Improperly benefit another
official andfor a third party (or using vested authority to improperly discriminate
against ancther official and/or a third party).

Conflict of interes\{\oan l‘S‘I 0,’

The fallure by a‘P officialto act or fo conscddsly fall to act on a matter where
the official @ an inte. t or an r person &entity that has some form of
reiationshi@th the offj as agi ’ =2

)
-

el

This involves the us @l of privile@ information and knowledge
that a public sgrvant p a result of histher office to provide unfair
advantage to anotheg person or entty to olﬁain a benefit.

Favouritism A H B

The provision of services or resources according to personal affiliation or other
relations {including, for example, cultural, religious, etc) of an official,

Abuse of prQeged in
Vg

Nepotism

An official ensuring that family members and/or friends are appointed tc the
Nationat Department of Health positions or family members and/or friends
receive contracts from the Department is regarded as nepotism.

These manifestations are by no means exhaustive as fraud and corruption appears
in many forms and it is virtually impossible to list all of these.
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2.3 [IDENTIFICATION & ASSESSMENT OF VULNERABLE AREAS

2.3.1 in order io develop and implement a Fraud Prevention Strategy (FPS), the National
Department of Health needs to identify where exposures to fraud exist within the
National Department of Health's current operating systems and procedures.

232 Only once these exposures have been identified will it be possible to implement
action to counter the exposures and, wherever possible, prevent or reduce the
incidence of fraud in the future.

2.33 The identification and assessment of vulnerable areas can be performed in a number
of ways including the current approach by the National Depariment of Health of
ytitising fraud risk assessment questionnaires. Other methodologies include the use
of SWOT analysis, stc.

2.4 OWNERSHIP OF FRAUD RISK

241 All employees are responsible for the management of fraud risk, to some extent, but
the Accounting Officer ha\@ ﬁﬁg?s:bmiy

242 The Accounting Off @ can delegate the respc@ ility to relevant and responsible

management in S@:nﬁc bra#r:t of ationa!l Department of Health.
243 The Accountinggﬁcer can felegat

ility 8f%raud risk management along

with the flow of aetivities from strategicsfo operational %ei.
25 RESPONSE PLAN =
7))
251 As part of the respofiee plan the Natioped Department of Health should develop clear

procedures on how 1o nspress control deficiencies that can lead to fraud and
corruption including re

ion includi g, H m possible, all opportunities for fraud and
corruption.

252 The National Department of Health should develop clear lines of reporting fraud.
Fraud reporting should be part of the fraud investigation policy, fraud prevention
policy and where specific to a particular fraud, a risk response plan. The response
plan should also outline the activities and the personnel responsible for specific
response atlivities,

2.6 LEGAL FRAMEWORK

281 The legislation that is relevant fo addressing civil and criminal acts against the
National Department of Health should be outlined and clearly interpreted. it should
be ciear what constitutes the act of fraud and/or corruption.

282 Detailed framework has been developed in this regard that can be used as =
reference,
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2.7 ANTI-FRAUD CULTURE

2.7.1 The Accounting Officer will put structures in place to promote and provide awareness
to the National Depariment of Health’s officials, stakeholders, and other third parties,
especially those doing or intending to do business with the National Department of
Health about the Department's culture on fraud and corruption.

2.7.2 Management can be charged with responsibility of training other employees under
their supervision on fraud and corruption as part of anti-fraud and corruption
programme.

3 UNDERSTANDING FRAUD AND CORRUPTION TRIANGLE

3.1 The following conditions would in most cases occur for fraud and/or corruption to

take place and the National Department of Health’s fraug prevention mechanisms
must take them into consideration:

311 Pressure

Pressure may take one or aceg@nﬂmnbi@ fﬂiowmg forms:

a) Financial pressur, ( o/-.

lcghol); ‘L
] nt&romoted);

r compensaffdn or other incentive(s);and

b) Personal habits (Gambli drugs,
c) Workﬂrelate@tors (o ed,
d) Achieve finaadial and other targets
e) High debt ie%.

[~

- S
3.1.2  Opportunities ‘ 1,

Opportunities may aris®due to ohe or bination of the following:
a) Poor internal contmi& ot

b) No/inadequate fraud awAsH B

c) Treat fraudster with leniency;

d) Rapid turnover of employees;

e) Use of different banks;

f Weak subordinate personnel: and

g} Absence of mandatory vacations.

3.1.3 Rationalisation

Rationalisation may take one or a combination of the following forms:

a) I am only borrowing the money and will pay it back;
b} Nobody will get hurt;

) The National Depariment of Health treats me unfairly and owes me:
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dj ltis for a good purpose; and
e) No one will ever find out.

4 FRAUD AND CORRUPTION CONTROL STRATEGIES

The approach in controlling fraud and corruption is focused into 3 areas, namely:
a) Structural strategies

by Operational strategies; and

¢} Maintenance strategies.

41 STRUCTURAL STRATEGIES

Structural sirategies represent the actions {o be undertaken in order to address fraud and
corruption at the structural level.

4.1.4 Responsibilities for fraud and corruption risk manacement and prevention
The following sectic @ﬁzi jb and corruption risk management
responsibilities assg&ed with dlfferen’t ro :thm the National Department of
Health:

(i) Accou gOfﬁcA’ %
The A@untmg Officer bedfs the ultima esponsnba ity for fraud and

corruptidh risk #he iiin the Natiemal Department of Health. This
includes the coordl ‘oimid assessmﬁ, overseeing the investigation

of suspectgj fraud df on and facHiation for the reporting of such
instances.

(i) Anti-fraud an@&%@g

The Risk Committee will play the role of anti-fraud and corruption commities
untii the National Department of Health establishes a committee or identifies
one of the Governance structures to which this responsibility can be
delegated. The role of the anti-fraud and corruption commitiee should
include overseeing the National Department of Health's approach/sirategy to
the prevention, detection and response to fraud and corruption incidents
reported by employees or other exiernal parties. The commiitee when
established should be a sub-committee of the Audit Committee and chaired
by one of the independent member. The varicus business divisions should
have representation on this commities. internal Audit shall be a member.

The anti-fraud and corruption commitiee(s), when established or as
represented by the Audit Commitiee, shall meet at least once a month or at
any Audit Committee meetings, in the case of Audit Committee taking the
role, 1o discuss the following issues:
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a) Progress made in respect of implementing this fraud prevention strategy
and plan;

b) Reports received by the National Department of Health regarding fraud
and corruption incidents with the view to making any recommendations to
the Accounting Officer and other relevant governance structures;

¢} Reports on all investigations initiated, and concluded; and
d) All allegations received via the fraud hotline as indicated in the fraud
prevention palicy.

4.1.2 Assessment of fraud and corruption risk

i. The National Department of Health will, under the guidance of or as
coordinated by ERM, conduct annual fraud and corruption risk assessments to
identify potential fraud and corruption risk exposures fo the National
Department of Health.

ii. This process will ensure that actions to address the identified fraud and
corruption risk exposur é be ﬁp&emented o mitigate these exposures.

G 18
443  Anethical culture '(\ fO,,

i. The National D‘gpar’mp;t of Health's emp!&ees must conduct themselves in

an ethical adl*moral w;
huggan charactef('pnd conduct and deal with

apprppriate anZhappropriate behaviour and
conducté based on a set of principles
referred to as vaiu ‘The colleghye ethi ical conduct of all the
individual employees jonal Department of Health reflects the
Department's ethicgmgonduct. In this regagd, the highest standards of ethics are
required by emp! fi their duties. The public secior corporate
values as well as the A H mcspies must always be borne in mind in

any employee’s conduct and practiced at all times,

ii. Ethics areqonceme with
guestions ‘of right
what constitites ¢

fii. Good corporate governance indicates the National Department of Health must
develop/adopt @ Code of Conduct (CPC) or ethics as part of s corporate
governance framework. All employees are expected to abide by the CPC for
the National Department of Health.

4.4.4  Senior management commitment aor buy-in

i. Senior management must be committed to eradicating fraud and corruption and
ensuring that the National Department of Health strives to be perceived as
ethical in all its dealings with the stakehoider, the general public and other
interested parties.
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ii. in this regard, senior management, under the guidance of the Accounting
Officer, will ensure that it does not become complacent in dealing with fraud
and corruption and that it will ensure the National Depariment of Health's
overall fraud and corruption strategy is reviewed and updated regularly.

iti. Furthermore, senior management will ensure that all employees and
stakeholders are made aware of its overall anti-fraud and -corruption strategies
through various initiatives of awareness and training.

4.1.5 Employee and third party awareness

i. The main purpose of fraud and corruption awareness workshops/training will be
to assist in the prevention, detection and reporting of fraud and corruption by
raising the level of awareness as fo how fraud and corruption is manifested in
the workplace. in this regard, all employees will receive training on the
following:

a) Anti-fraud and -corruption strategy;

b} Code of Conduct for %Wyeﬁ

c) Fraud preve Q\me including }S%nste blowing procedures;

d) How to respé to fraud and corruption @d

e} Manifesi@e‘ ns of fr and ¢
o

tion in thworkpiace,

i. The Nafighal DedBriment
individual@Ybranch/uni
that will aritfihge a

ealth a‘»outd identify  appropriate
be responsibisior employee awareness and
ness sessoms throughout the year.

4.2 OPERATIONAL STRA"{F'GiE ?

4.2.4 internal confrois

aj Internal controls ar§ h nfkence against fraud and corruption. While
internal controls may not fully protect the Naticnal Department of Health against
fraud and corruption, they are essential elements in the overall anti-fraud and -
corruption strategy.

b} internal Audit is responsibie for implementing an internal audit plan/ program
which will incorporate steps {o evaluate adherence to internal controls.

4,2.2 Prevention sirategies

a) Fraud and corruption prevention is a primary control which should lower the
likelihood of fraud occurring.

#)] The prevention efforts must focus on identifving controls to prevent all three
conditions (e.g. opportunity, rationalisation and pressure) that would normally
oceur for fraud o take place.
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c) A number of combined initiatives that would result in an overall preveniative
environment in respect of fraud and corruption. These include the following:

. Employee awareness

Employee awareness as discussed above will assist in the creation of an
environment which may be considered to be hostile to a would-be transgressor,

ii. Pre-employment screening

Pre-employment screening must be carried out for all appointments and
evidence of such screening be maintained by HRM. Consideration must be
given to the following pre-employment screening processes:

a) Verification of identity;

b) Verification of criminal history;

¢} Reference checks with the two most recent employers;

d) A consideration of any gaps ingemployment history and the reasons for those
gaps; and Gaﬁ F'Is

e) Verification Qb a gualifications. o/.

fil. Internal A@ pia : %
o ,

A robust igfprnal ocuses oa;e prevalent high fraud and
corruption risks, serv ective prevBiiative measure. The Internal
Audit Unit must compil nonan ual basis and such a plan will

also include s:”pnse audits.

.  Fraud preveniion dg ﬁ’)H B

The actions set out in this plan will be focused on mitigating the risk of fraud
and corruption in the National Department of Health.

v.  Disclosure of interest{s)

All senior managers of the National Department of Health, e those that
influence decision making, will be required {o disclose their specific personal
asset{s) and business interest(s) on an annual basis or an earliest stage

possible. This register will be kept with the Accounting Officer, i.e., by the DG’s
office.

423 Detection suategies

a) Detection of fraud and corruption may occur through one or a combination of the
following:
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L Vigilance on the part of employees;

il. Independent and objective internal Audit function;
lii. Ad hoc management reviews including surprise audits:
iv. Anonymous reports or whistle blowing; and

V. Appropriate application of detection techniques.

4.2.4 Response strategies

al Reporting fraud and corruption and/or whistie blowing

4.24.a.1. One of the key obstacles to fighting fraud and corruption is the fear by
employees of being intimidated to identify or blow the whistie on
fraudulent, corrupt or unethical practices witnessed in the work place.

4.24.a2 Those who often do blow the whistle end up being victimised and
intimidated,

4.2.4.a.3. For the above feason, tthN?tionaE Department of Health will adopt z

whistle blowjn s rt detailed procedures to be followed in
order to rapé ¥ ny incidents of

andjor corruption. This policy is
being degifyried o comply with the %ons of the Protected Disclosures
Act, )
~ S |
4.24.a4. Any sspicion of#fraud ion m@e treated seriously and be
revie&d, analysed and if whrranted, inveshigated.

y
42485 an(gnp oyee R are of a sushiccted fraud, corruption or any
irregularity or uget] Wiour, such 8ues must be reported in ferms

O
b} Investigating fraudﬂ& gnH%

4.2.4.b.1. Fraud investigation will be conducted in the manner provided in the fraud
prevention policy and/or other relevant policies and procedures of the

National Department of Health and rules and regulations of this country
as appropriate.

4.3 MAINTENANCE STRATEGIES

4.3.1 Review of the effectiveness

a) The National Department of Health will conduct a review of this strategy annually
to determine the effectiveness thereof. The Accounting Officer is ultimately

accountable for this review and may appoint a person to take responsibiiity for
this.
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4.,3.2  Fraud risk assessment

a) A central part of any fraud and corruption control programme will involve an
ongoing assessment of fraud and corruption risk exposures which should be
conducted at least annually.

b} As with the review, the Accounting Officer is ultimately accountabie for this and
may delegate a person to take responsibility.

5 DEVELOPING A FRAUD PREVENTION IMPLEMENTATION PLAN

5.1 Once exposures to fraud and corruption risks in terms of the risk management processes
have been identified, it will be necessary to evaluate the effectiveness of existing controls and
counter measures. Where additionalinew controls and procedures are deemed necessary,
responsibility for their development and application must be allocated to the relevant senior
personnel.

5.2 The National Department of Heaith will take the following steps when developing a fraud

prevention implementation plan: a h i
a) Determine th f@\gnsk manageﬁfbactiviﬁes {o be performed taking into
account the f&i risk profile. ”

element describes the capacity and
trategy @0 address capacity gaps. It also
equirsMents to give effect to the fraud

b) Resourcing_ requir nis:
compete of per an
addressesyihe technglogy a
risk manaQement strategy,

c) Determiff)ine se ‘WJ s and the tisi;et implementation dates;

d} Assign ownership fi

d

icate frau€flisk management activities; and

g) Agree on frgquency and formalof reporting. Consensus should be obtained
regarding the fre ¢y, content and refBonsibility for reporting.

6 AUDIT AND RISK COMMI H

6.1 The National Depariment of Health taking into consideration the magnitude of fraud &
corruption to date, will in the mean time use the Audit and Risk Commitiees as oversight
hadies for fraud and corruption prevention.

7 REVIEW

7.1 This strategy will be reviewed annually.
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7 REVIEW

7.1 This strategy will be reviewed annually.

RECOMMEND/NOT RECOMMEND FOR APPROVAL

Chairperson of the Risk C6mpf it

Signature:
Date:

T,

°
e
g
APPROVED/NOT APPROVED & A H P;

ACCOUNTING OF IC51
Signature: __/\1l

Date: ng o ”2042—
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